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Wireless Medical Infusion Pumps

The National Cybersecurity Center of Excellence (NCCoE) is addressing the challenge of wireless medical infusion
pump security through collaboration with members of the health information technology (IT) community,
medical device manufacturers, and cybersecurity vendors. The research will result in a NIST Cybersecurity
Practice Guide: a freely available document which provides both high-level architecture of our example solution
and a step-by-step guide that shows how organizations can use commercially available products to implement
the solution themselves. The solution we propose is not the only one available in the fast-moving cybersecurity
technology market. If you would like to propose an alternative architecture or know of products that might be
applicable to this challenge, please contact us at hit_nccoe@nist.gov.

BACKGROUND

In the past, medical devices were standalone instruments
that interacted only with the patient or medical provider.
Today, medical devices connect to a variety of health care
systems, networks, and other devices. Connecting devices
to pharmaceutical systems and electronic health records
can improve health care delivery. However, this increase in
connectivity can create cybersecurity and safety risks.

The infusion pump project focuses on wireless infusion pumps.
Infusion pumps, which provide fluids, medication, or nutrients
to a patient’s circulatory system or gastrointestinal tract are
operated by a trained user, who programs the rate and duration
of fluid delivery through a built-in software interface. However,
when infusion pumps are subjected to security breaches,

they can harm a patient through incorrect drug dosing or
compromised protected health information (PHI).

THE CHALLENGE

Now that infusion pumps are network-enabled, they can be
hacked by outside parties. Like other medical devices with
operating systems and software that connect to a network,

they can also be infected by malware, which can cause them to
malfunction or operate differently than originally intended. In
addition, the majority of infusion pumps have both maintenance
and clinical-use user names and passwords that are hard-coded.

This creates security problems, such as an inability to revoke
access codes when an employee leaves the hospital.

Infusion pumps can be difficult to secure because traditional
security scans can affect them adversely. Changes to the
software can require further testing and recertification of
unmodifiable internal processes. This testing is costly and
time consuming for manufacturers. Tampering, intentional or
otherwise, with wireless infusion pumps can expose a health
care facility’s entire enterprise to:

¢ malicious actors

¢ |oss of data, services, health records, and other protected
health information

e downtime and loss of reputation, productivity, and revenue

GOALS

The infusion pump project identifies the actors interacting with
infusion pumps, defines the interactions between the actors and
the system, performs a risk assessment, identifies applicable
mitigating security technologies, and provides an example
solution. This work will result in a NIST Cybersecurity Practice
Guide, a freely available list of materials and instructions that
enable organizations to implement the example solution in their
environments.

The National Cybersecurity Center of Excellence at the National Institute of Standards and
Technology addresses businesses’ most pressing cybersecurity problems with practical,
standards-based solutions using commercially available technologies. The NCCoE collaborates
with industry, academic and government experts to build modular, open, end-to-end reference

designs that are broadly applicable and repeatable.
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The infusion pump project aims to:

e prevent potential security risks affecting wireless medical infusion pumps
e provide proper security scan techniques for medical infusion pumps

¢ enable better authentication for access to medical infusion pumps

e provide a “break the glass” feature to allow access in emergency situations

THE BENEFITS

The proposed solution will provide the following benefits to organizations:

e secured medical devices that balance usability with network and data protection
e reduced redundancy in enterprise network security systems through improved security of medical devices

¢ broadened visibility of user behavior in accessing and working on enterprise health care networks in order to bolster identity and
access management capabilities

e reduced risk of fines and lawsuits

e reduced risk of negative impacts to the reputation of the institution

e assistance in educating high-level management on the possible impact to the organization
e reduced development time and increased adoptability for manufacturers

HOW TO PARTICIPATE

As a private-public partnership, we are always seeking collaborators, insights, and expertise from businesses, the public, and
technology vendors. If you are interested in contributing or collaborating on this project to enhance the security of wireless infusion
pumps, please contact us at hit_nccoe@nist.gov.

For more information about the infusion pump project, visit https://nccoe.nist.gov/projects/use_cases/medical_devices



