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HEALTH IT SECTOR COMMUNITY OF INTEREST

Agenda
 NCCoE News

 Current projects

 Securing the Wireless Medical Infusion Pump

 Securing Electronic Health Records on Mobile Devices

 Future Projects

 Open Discussion
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NCCOE NEWS

NCCoE Health IT out and about: upcoming planned 
conferences and events
# Date Organization Description
1 March 

23
AAMI: Association for 
the Advancement of 
Medical 
Instrumentation

CE-IT Community Town Hall: Medical Device CyberSecurity

2 April 14 ACCE: American 
College of Clinical 
Engineers

ACCE workshop: Overview of the NCCoE and the Health Sector.  
Update of the Infusion Pump Project

3 April 21 IHE-PCD: Integrating 
the Healthcare 
Enterprise-Patient 
Care Devices

Overview of the Healthcare Sector and a description of the infusion 
Pump Project 

4 May 15-
17

Archimedes Archimedes Workshop on Medical Device Security, at University of 
Michigan

5 May 25 WEDI 25th Annual 
Conference: Working 
group for Electronic 
Data Interchange

CISO Panel; Developing Cyber Incident Response for the New Threat 
Landscape
http://www.wedi.org/forms/uploadFiles/72F4C00000005.filename.20
16_WEDI25_Conference_Agendav4.pdf

6 May 25 WEDI 25th Annual 
Conference: Working 
group for Electronic 
Data Interchange

NCCoE Case Studies; Securing Healthcare
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CURRENT PROJECTS – SECURING THE WIRELESS INFUSION PUMP

Help health care delivery 
organizations (HDOs) 
understand risks and secure 
medical devices on an 
enterprise network

Focus on wireless infusion 
pumps as archetype of a 
medical device

Description and Status
Federal Register Notice released
Finalizing industry participants in the project

A link to the FRN announcement may be found here: 
https://www.federalregister.gov/articles/2016/01/25/2016-
01344/national-cybersecurity-center-of-excellence-nccoe-
wireless-medical-infusion-pumps-use-case-for-the

Pump Vendors Status
• Six pump vendors showed interest
• One submitted LOI and signed the CRADA
• Five others are working with us in different stages

https://www.federalregister.gov/articles/2016/01/25/2016-01344/national-cybersecurity-center-of-excellence-nccoe-wireless-medical-infusion-pumps-use-case-for-the
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CURRENT PROJECTS – SECURING EHRS ON MOBILE DEVICES

Description and Status
 A platform for health care providers to securely document, maintain, and 

exchange electronic patient information among mobile devices.

 NIST Cybersecurity Draft Practice Guide, Special Publication 1800-1
 SP 1800-1a: Executive Summary
 SP 1800-1b: Approach, Architecture, and Security Characteristics
 SP 1800-1c: How-To Guide
 SP 1800-1d: Standards and Controls Mapping
 SP 1800-1e: Risk Assessment and Outcomes

 Currently preparing final Practice Guide for publication

 Anticipated final publication date in July 2016

 Special thanks to our vendor team

https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1a_Draft_HIT_Mobile-ExecSummary.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1b_Draft_HIT_Mobile_Approach-Arch-Security.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1c_Draft_HIT_Mobile-HowTo_0.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1d_Draft_HIT_Mobile-StandardsControls.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1e_Draft_HIT_Mobile-Risk.pdf
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CURRENT PROJECTS – SECURING EHRS ON MOBILE DEVICES

Call to Action
 Opportunities for COI members:

 Demonstration of solution for your organization

 Solution feasibility discussions

 Industry vendor/ integrator introductions

 COI outreach support

 Social media posts and draft informational emails available

Is the NCCoE solution usable for your organization?
Either full or partial adoption, or for reference?

Why or why not?
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PROJECT STAGES
Wireless Infusion 

Pump – we are 
here

Pre-Process
We strategically 
identify, select, 
and prioritize 
projects that 
align with our 

mission and are 
vetted by 
industry. 

P1: Concept 
Analysis

We partner 
with industry 

to define, 
validate, and 

build business 
cases for the 

most 
challenging  

cybersecurity 
issues. 

P2: Develop Use 
Case

Using a 
collaborative 
method with 

industry 
partners, we 
develop a full 
Use Case that 
outlines a plan 
for tackling the 

issue. 

P3: Form Build 
Team

We unite 
industry 

partners and 
technology 

companies to 
build a qualified 
team to execute 

the Use Case. 

P4: Design & 
Build

The team plans, 
designs, and 

builds the 
system in a lab 
environment 

and documents 
it in the Practice 

Guide. 

P5: Integrate & 
Test

The team tests 
the system and 

makes 
refinements as 
necessary. The 
system may be 

validated by 
our partners. 

The final 
solution system 
is documented 
in the Practice 

Guide. 

P6: Publish & 
Adopt

We, along with 
our partners, 

publish, 
publicize and 
demonstrate 
the Practice 
Guide. This 

solution 
provides a 
reference 

architecture 
that may be 

implemented in 
whole or in 

part. 

Icon Credits (right to left): Talking by Juan Pablo Bravo; Test Tube by Olivier Guin; Collaboration by Krisada; Team by Wilson 
Joseph; Brainstorm by Jessica Lock; Network by Matthew Hawdon; Arrow by Jamison Wieser; all from the Noun Project.  

9-12 mo

Mobile EHR –
we are here
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Project Concepts

FUTURE PROJECTS

 Secure messaging among providers

 Cyber threat intelligence and healthcare information sharing

 Single Sign On (SSO) for healthcare
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OPEN DISCUSSION

Questions, Comments, Observations?

Thank you!
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CONTACT US

HIT_nccoe@nist.gov
301-975-0200

9700 Great Seneca Hwy, 
Rockville, MD  20850

Thank You

100 Bureau Drive, Mail Stop 
2002, Gaithersburg, MD 20899

https://nccoe.nist.gov/projects/use_cases/medical_devices

mailto:HIT_nccoe@nist.gov
https://nccoe.nist.gov/projects/use_cases/medical_devices.%C2%A0
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