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Agenda

Topic Speaker

Welcome Nakia Grayson, NIST

Introduction of NCCoE Cheri Pascoe, NIST

NIST CSF 2.0 Overview Nakia Grayson, NIST

Overview of Community Profiles Julie Snyder, MITRE

Cyber Risk Institute (CRI) Profile Emily Beam, CRI

Framework Resource Center Nakia Grayson, NIST

Creating Community Profiles to Implement CSF 2.0 Julie Snyder, MITRE

Q&A All
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Submitting Questions

Please use the Q&A 
window to enter your 
questions. 

We will do our best to 
answer all questions 
during the Q&A and will 
post responses to those 
we didn’t have time to 
cover.

2. Type your question in the 
text box and click Send

1. To open the Q&A panel, 
click on the ellipses at the 
bottom of the screen for 
'More Panels' and click on 
Q&A.
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Introduction of NCCoE
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NIST CSF 2.0 Overview



NIST has updated the widely used Cybersecurity Framework (CSF)—its 

landmark guidance document for reducing cybersecurity risk. 

CSF 2.0 Overview

• Expanded scope beyond critical infrastructure
• Addition of a 6th Core Function “Govern”
• Increased emphasis on supply chain risk 

management
• Listened to feedback, made key updates, developed 

new resources and tools, and adjusted our guidance 
based on today’s cybersecurity environment. 

• Formalized the term “Community Profiles”
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CSF 2.0 Profiles

• Organizational Profiles: describes an organization’s current and/or target cybersecurity 
posture in terms of the Core’s outcomes
• Used to understand, tailor, assess, prioritize, and communicate the Core’s outcomes 

by considering an organization’s mission objectives, stakeholder expectations, threat 
landscape, and requirements

• Current Profile: specifies the Core outcomes that an organization is currently 
achieving (or attempting to achieve) and characterizes how or to what extent each 
outcome is being achieved

• Target Profile: specifies the desired outcomes that an organization has selected and 
prioritized for achieving its cybersecurity risk management objectives

• Community Profiles: describes CSF outcomes to address shared interests and goals 
among multiple organizations
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Celebrating 50+ Years

Cybersecurity Framework 2.0

“A Community Profile is a baseline of CSF outcomes that is created and 

published to address shared interests and goals among a number of 

organizations. A Community Profile is typically developed for a particular 

sector, subsector, technology, threat type, or other use case. An 

organization can use a Community Profile as the basis for its own Target 

Profile. Examples of Community Profiles can be found on the NIST CSF 

website.”

About Community Profiles

https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
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Overview of Community Profiles



Organizations that share a 
common context and an 
interest in their cybersecurity 
posture: 

 Sectors/subsectors

 Technologies

 Other use cases

Communities
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Community Profiles

11Community Profile

Community 
Priorities 

inform CSF 
2.0 

outcomes 
that are 

specified in 
the 

Community 
Profile



Benefits of Community Profiles

Use shared 

taxonomy for 

cybersecurity in 

the context of the 

community

Align 

requirements 

from multiple 

sources

Leverage 

expertise across 

the community

Encourage 

common target 

outcomes 

Minimize the 

burden by 

working together
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• CSF 1.1 Profiles

• eXtreme Fast Charging (XFC)

• Genomic Data (draft)

• Hybrid Satellite Networks 
(HSN)

• Ransomware

• CSF 2.0 Profiles

• CRI Profile for the Financial 
Sector

• Incident Response

Examples of Community Profiles

https://www.nccoe.nist.gov/framework-resource-center
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Cyber Risk Institute (CRI) Profile



Developing a CSF Profile for the 

Financial Services Sector







A Balancing Act: Crafting a Solution While Balancing Multiple Objectives

(137)

Generally Applicable

Comprehensive

Well Regulated

Larger and Highly 
Interconnected

Tailored

Efficient

Minimally Regulated

Smaller and Minimally 
Interconnected



Profile Structure

• The Profile expands upon the NIST CSF in three 
ways: additional functions, diagnostic 
statements, and an impact tiering questionnaire.

• Diagnostic Statements

• Organized in a globally recognized, intuitive 

structure (NIST/ISO). 

• Distills numerous regulatory provisions into a 

single, granular control objective.

• Impact Tiering 
• Nine questions based on global 

methodologies, reviewing transaction 
volume, and interconnectedness.

• Measures an institution’s impact on the 
global, national, and local economies.



Creation of the Cyber Risk Institute 



Profile’s Progression

2024



Maintaining & Enhancing the Profile

CRI Profile Subject Tag
Diagnostic

Statements
per Tag

#risk_management 90

#policy_management 58

#supply_chain_management 53

#third_party_risk_management 53

#critical_infrastructure 51

#resilience 51

#security_logging_monitoring_an
d_alerting 50

#incident_management 47

#review_assessment,_and_testing 40

#mission_and_strategy 36

#asset_management 31

#disaster_recovery 31

#threat_management 31

#data_protection 29

#vulnerability_management 28
#risk_oversight 26

#due_diligence 25

#enterprise_risk_management 25

#business_impact_analysis 24

#identity_and_access_manageme
nt 23

#infrastructure_security 23

#information_sharing 22

#architecture 21

#board_or_committee_oversight 21

#staffing_and_resource_manage
ment 21



Stakeholder Engagement
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Framework Resource Center



The Framework Resource Center 
at the NCCoE serves as a 
repository of Community Profiles 
and additional guidance to help 
communities work together to 
apply CSF 2.0, including 
Community Profile efforts that 
integrate multiple NIST 
frameworks (e.g., NIST Privacy 
Framework).

Framework Resource Center

https://www.nccoe.nist.gov/framework-resource-center
28



Available Resources
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Creating Community Profiles to 
Implement CSF 2.0



A Guide to Creating Community Profiles

Describes Community Profiles

Provides a template and 
guidance for developing 
Community Profiles

Offers a Community Profiles 
Lifecycle

NIST Cybersecurity White Paper (CSWP) 32

NIST Cybersecurity Framework 2.0: A Guide to 
Creating Community Profiles 
Initial Public Draft

Cherilyn Pascoe
National Cybersecurity Center of Excellence
National Institute of Standards and Technology 

Julie Nethery Snyder
The MITRE Corporation

Karen Scarfone
Scarfone Cybersecurity

February 26, 2024

This publication is available free of charge from:

https://doi.org/10.6028/NIST.CSWP.32.ipd
31

https://doi.org/10.6028/NIST.CSWP.32.ipd


Sample Template
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The Community Profile Lifecycle offers a structured approach for 
developing and maintaining Community Profiles.

Community Profile Lifecycle
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Please Share Your Feedback!

Open for public comment 
through May 3, 2024!

Please email all draft 
comments to framework-

profiles@nist.gov. 

We encourage you to submit 
all feedback using the 

comment template found on 
our project page.
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mailto:framework-profiles@nist.gov
mailto:framework-profiles@nist.gov
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Q&A



Submitting Questions

Please use the Q&A 
window to enter your 
questions. 

We will do our best to 
answer all questions 
during the Q&A and will 
post responses to those 
we didn’t have time to 
cover

2. Type your question in the 
text box and click Send

1. To open the Q&A panel, 
click on the ellipses at the 
bottom of the screen for 
'More Panels' and click on 
Q&A.
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@NISTcybernccoe.nist.gov

Framework Resource Center at NCCoE

https://www.nccoe.nist.gov/framework-resource-center 

framework-profiles@nist.gov

https://www.nccoe.nist.gov/framework-resource-center
mailto:framework-profiles@nist.gov
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