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The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards
and Technology (NIST) addresses businesses’ most pressing cybersecurity problems with
practical, standards-based solutions using commercially available technologies. The NCCoE
collaborates with industry, academic, and government experts to build modular, open, end-to-
end reference designs that are broadly applicable and repeatable. The center’s work results in
publicly available NIST Cybersecurity Practice Guides, Special Publication Series 1800, that
provide users with the materials lists, configuration files, and other information they need to
adopt a similar approach.

To learn more about the NCCoE, visit http://nccoe.nist.gov. To learn more about NIST, visit
http://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate
the adoption of standards-based approaches to cybersecurity. They show members of the
information security community how to implement example solutions that help them align more
easily with relevant standards and best practices.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. The documents in this series do not
describe regulations or mandatory practices, nor do they carry statutory authority.

While a physical asset management system can tell you the location of a computer, it cannot
answer questions like, “What operating systems are our laptops running?” and “Which devices
are vulnerable to the latest threat?” An effective IT asset management (ITAM) solution can tie
together physical and virtual assets and provide management with a complete picture of what,
where, and how assets are being used. ITAM enhances visibility for security analysts, which leads
to better asset utilization and security.

This NIST Cybersecurity Practice Guide provides a reference build of an ITAM solution. The build
contains descriptions of the architecture, all products used in the build and their individual
configurations. Additionally, this guide provides a mapping of each product to multiple relevant
security standards. While the reference solution was demonstrated with a certain suite of
products, the guide does not endorse these products in particular. Instead, it presents the
characteristics and capabilities that an organization’s security experts can use to identify similar
standards-based products that can be integrated quickly and cost-effectively with a financial
service company's existing tools and infrastructure.
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Companies in the financial services sector can use this NIST Cybersecurity Practice Guide to
more securely and efficiently monitor and manage their organization's many information
technology (IT) assets. IT asset management (ITAM) is foundational to an effective
cybersecurity strategy and is featured prominently in the SANS Critical Security Controlstand
NIST Framework for Improving Critical Infrastructure Cybersecurity.2

During the project development, we focused on a modular architecture that would allow
organizations to adopt some or all of the example capabilities in this practice guide. Depending
on factors like size, sophistication, risk tolerance, and threat landscape organizations should
make their own determinations about the breadth of IT asset management capabilities they
need to implement.

This example solution is packaged as a “How To” guide that demonstrates how to implement
standards-based cybersecurity technologies in the real world, based on risk analysis. We used
open-source and commercial off-the-shelf (COTS) products that are currently available for
acquisition. The guide helps organizations gain efficiencies in IT asset management, while
saving them research and proof of concept costs.

This guide aids those responsible for tracking assets, configuration management, and
cybersecurity in a financial services sector enterprise. Typically, this group will comprise those
who possess procurement, implementation, and policy authority.

The Challenge

The security engineers we consulted in the financial services sector told us they are challenged
by identifying assets across the enterprise and keeping track of their status and configurations,
including hardware and software. This comprises two large technical issues:

1. tracking a diverse set of hardware and software. Examples of hardware include servers,
workstations, and network devices. Examples of software include operating systems,
applications, and files.

2. lack of total control by the host organization. Financial services sector organizations can
include subsidiaries, branches, third-party partners, contractors, temporary workers, and
guests. It is impossible to regulate and mandate a single hardware and software baseline
against such a diverse group.

The Solution

An effective ITAM solution needs several characteristics, including:
= interface with multiple existing systems

= complement existing asset management, security, and network systems

1.SANS Top 20 Critical Security Controls V5. https://www.sans.org/critical-security-controls/
2.NIST Framework for Improving Critical Infrastructure Cybersecurity, V1.0. http://
www.nist.gov/cyberframework/
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1.3

provide application programming interfaces for communicating with other security devices
and systems such as firewalls and intrusion detection and identity and access management
systems

know and control which assets, both virtual and physical, are connected to the enterprise
network

provide fine-grain asset accountability supporting the idea of data as an asset

automatically detect and alert when unauthorized devices attempt to access the network,
also known as asset discovery

enable administrators to define and control the hardware and software that can be
connected to the corporate environment

enforce software restriction policies relating to what software is allowed to run in the
corporate environment

record and track the prescribed attributes of assets
audit and monitor changes in an asset's state and connection

integrate with log analysis tools to collect and store audited information

The ITAM solution developed and built at the NCCoE, and described in this document, meets all
of the characteristics.

Risks

In addition to being effective, the ITAM solution must also be secure and not introduce new
vulnerabilities into an organization. To reduce this risk, the NCCoE used security controls and
best practices from NIST?, the Defense Information Systems Agency (DISA)2 and International
Organization for Standardization (ISO)3, the Control Objectives for Information and Related
Technology (COBIT) framework*, and Payment Card Industry Data Security Standards (PCI
DSS)°. How these individual controls are met by individual components of this solution can be
seen in table 4.2,

Some of the security controls we implemented include:

access control policy
continuous monitoring
boundary protection

event auditing

1.NIST 800-53 V4. Security and Privacy Controls for Federal Information Systems and Organiza-
tions

2.DISA Secure Technical Implementation Guides. http://iase.disa.mil/stigs/Pages/index.aspx
3.ISO/IEC 27002:2013. Information Technology - Security techniques - Code of practice for infor-
mation security controls. http://www.iso.org/iso/catalogue_detail?csnumber=54533

4.COBIT V5. ISACA. http://www.isaca.org/cobit/pages/default.aspx

5.Payment Card Industry Data Security Standard V3.1. https://www.pcisecuritystandards.org/
security_standards/documents.php?document=pci_dss_v3-1#pci_dss_v3-1



http://iase.disa.mil/stigs/Pages/index.aspx
http://www.iso.org/iso/catalogue_detail?csnumber=54533
http://www.isaca.org/cobit/pages/default.aspx
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v3-1#pci_dss_v3-1
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v3-1#pci_dss_v3-1

72

73

74

75

76

77

78
79
80

81

82
83
84
85
86
87
88
89
90

91

92
93

94

95

96

97
98

99

100
101
102
103

Attribute Based Access Control Practice Guide

1.4

= incident detection and reporting
= device authentication

m user authentication

= data encryption

= vulnerability scanning

= track and monitor all resources

By implementing an ITAM solution based on controls and best practices, implementers can
tailor their deployment to their organization's security risk assessment, risk tolerance, and
budget.

Benefits

The build described here employs passive and active sensors across an enterprise to gather
asset information and send it to a centralized location. The sensors specialize in gathering
information from different devices, no matter their operating system. Machines used by direct
employees receive software agents that report on configuration, while temporary employees
and contractors receive “dissolvable” agents and more passive sensing. Dissolvable agents are
automatically downloaded to the client, run, and are removed. All of this information is
gathered at a central location for analysis and reporting. You can choose to view all the activity
in an enterprise, or configure the system to choose which machines are monitored, how much
data is collected, and how long the data is retained.

The example solution described in this guide has the following benefits:

= enables faster responses to security alerts by revealing the location, configuration, and
owner of a device

= increases cybersecurity resilience: you can focus attention on the most valuable assets
= provides detailed system information to auditors
m determines how many software licenses are actually used in relation to how many paid for

= reduces help desk response times: staff already know what is installed and the latest
pertinent errors and alerts

= reduces the attack surface of machine by ensuring that software is correctly patched

Other potential benefits include, but are not limited to: rapid provisioning and de-provisioning
using consistent, efficient, and automated processes; improved situational awareness; and an
improved security posture gained from tracking and auditing access requests and other ITAM
activity across all networks.
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This NIST Cybersecurity Practice Guide:

m  maps security characteristics to guidance and best practices from NIST and other standards
organizations including the Payment Card Industry Data Security Standard

= provides
e adetailed example solution with capabilities that address security controls

e instructions for implementers and security engineers, including examples of all the
necessary components and installation, configuration, and integration

= is modular and uses products that are readily available and interoperable with your existing
IT infrastructure and investments

Your organization can be confident that these results can be replicated: We performed
functional testing and submitted the entire build to replication testing. An independent second
team recreated the build based on the information in this practice guide.

While we have used a suite of open source and commercial products to address this challenge,
this guide does not endorse these particular products, nor does it guarantee regulatory
compliance. Your organization's information security experts should identify the standards-
based products that will best integrate with your existing tools and IT system infrastructure.
Your company can adopt this solution or one that adheres to these guidelines in whole, or you
can use this guide as a starting point for tailoring and implementing parts of a solution.

Technology Partners

The technology vendors who participated in this build submitted their capabilities in response
to a notice in the Federal Register. Companies with relevant products were invited to sign a
Cooperative Research and Development Agreement (CRADA) with NIST, allowing them to
participate in a consortium to build this example solution. We worked with:

= AlphaPoint Technology

=  Belarc

m  CA Technologies

m  Process Improvement Achievers
= Peniel Solutions

s Puppetlabs

= RedJack
= Splunk
= Tyco

= Vanguard Integrity Professionals
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w1.6 Feedback

138 You can improve this guide by contributing feedback. As you review and adopt this solution for
139 your own organization, we ask you and your colleagues to share your experience and advice
140 with us.

141 m email financial_nccoe@nist.gov

142 m  participate in our forums at https://nccoe.nist.gov/forums/financial-services

143 Or learn more by arranging a demonstration of this example solution by contacting us at

144 financial_nccoe@nist.gov

145
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This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and
provides users with the information they need to replicate this approach to ITAM. The
reference design is modular and can be deployed in whole or in part. The How-To section of the
guide can be used to adopt and replicate all or parts of the build created in the NCCoE ITAM
Lab. The guide details the selection and use of commercial, off-the-shelf products, their
integration, and the overall development of the solution they provide

This guide contains three volumes:
= NIST SP 1800-5a: Executive Summary

m  NIST SP 1800-5b: Approach, Architecture, and Security Characteristics — what we built and
why (this document)

m  NIST SP 1800-5c: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Financial services sector leaders, including chief security and technology officers will be
interested in the Executive Summary (NIST SP 1800-5a), which describes the:

= challenges financial services sector organizations face in implementing and using ITAM
systems

= example solution built at the NCCoE

= benefits of adopting a secure, centralized ITAM system, and the risks of a lack of visibility
into networked IT assets

Technology or security program managers who are concerned with how to identify, understand,
assess, and mitigate risk will be interested in this part of the guide, NIST SP 1800-5b, which
describes what we did and why. The following sections will be of particular interest:

m  Section 4.5, Risk Management

= Section 4.7, where we map the security characteristics of this example solution to
cybersecurity standards and best practices

m  Section 4.8, where we identify the products and technologies we used and map them to the
relevant security controls

Information technology (IT) professionals who want to implement an approach like this will
find the whole document useful. Volume C of this publication is a series of how-to guides
covering all the products that we employed in this reference design. We do not recreate the
product manufacturer’s documentation, which we presume is widely available. Rather, these
guides show how we incorporated the products together in our environment to create an
example solution.

This guide assumes that IT professionals have experience implementing security products in

financial services sector organizations. While we have used the commercially available products
listed herein, we assume that you have the knowledge and expertise to choose other products
that might better fit your organization®. If you use other products, we hope you will seek those
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that are congruent with standards and best practices or applicable security standards.
Section 4.7 lists the products we used mapped to the cybersecurity controls provided by this
reference design to help you understand the characteristics you should seek in alternate
products.

A NIST Cybersecurity Practice Guide does not describe the solution, but a possible solution. This
is a draft guide. We seek feedback on its contents and welcome your input. Comments,
suggestions, and success stories will improve subsequent versions of this guide. Please
contribute your thoughts to financial nccoe@nist.gov, and join the discussion at http://
nccoe.nist.gov/forums/financial-services.

1.Certain commercial entities, equipment, or materials may be identified in this document in or-
der to describe an experimental procedure or concept. Such identification is not intended to im-
ply recommendation or endorsement by NIST or the NCCoE, nor is it intended to imply that the
entities, materials, or equipment are necessarily the best available for the purpose.
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In order for financial services sector institutions to make informed, business-driven decisions
regarding their assets, they must first know what assets they possess, and their status. This
information provides the visibility into license utilization, software support costs, unauthorized
devices, vulnerabilities, and compliance. IT assets include items such as servers, desktops,
laptops, and network appliances. Technology and policy constraints make it difficult to collect
and analyze IT asset data in a large enterprise comprised of multiple organizations (subsidiaries
and partners) spread out over diverse geographic locations.

While many financial services sector companies label physical assets with bar codes and track
them with a database, this approach does not answer questions such as, “What operating
systems are our laptops running?” and “Which devices are vulnerable to the latest threat?” The
goal of this project is to quickly provide answers to questions like these by connecting existing
systems for physical assets, physical security, IT systems, and network security into a
comprehensive ITAM system. Another key consideration is the need for companies to
demonstrate compliance with industry standards.

In our lab at the NCCoE, we constructed an ITAM solution that spans traditional physical asset
tracking, IT asset information, physical security, and vulnerability and compliance information.
Users can now query one ITAM system and gain insight into all four of these types of
information regarding their entire IT asset portfolio.

Financial sector companies can employ this ITAM system to dynamically apply business and
security rules to better utilize information assets and protect enterprise systems and data. In
short, the ITAM system described in this practice guide gives companies the ability to monitor
and report on an IT asset throughout its entire life cycle, thereby reducing the total cost of
ownership by reducing the number of man-hours needed to perform tasks such as incident
response and system patching.
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4.1

4.2

4.3

Audience

This guide is intended for individuals responsible for implementing IT security solutions in
financial services organizations. Current decentralized systems often require connecting to
multiple systems (assuming you have access), performing multiple queries, and then
assembling a report. This centralized ITAM system provides automatic data aggregation,
analysis of data, and metadata analysis with automated reporting and alerting. The technical
components will appeal to system administrators, IT managers, IT security managers, and
others directly involved in the secure and safe operation of the business, operational, and IT
networks.

Scope

The scope of this guide encompasses the implementation of numerous products to centralize IT
asset management. The scope concentrates on centralizing the following capabilities:

1. receiving a new physical IT asset

2. transferring a physical IT asset

3. migrating a virtual machine

4. detecting, responding and preventing incidents

The objective is to perform all of the above actions using a centralized system with interfaces
designed for each task.

Assumptions

This project is guided by the following assumptions:

Security

This ITAM system provides numerous security benefits including increased visibility and faster
remediation. We think that the benefits of using this ITAM system outweigh any additional risks
that may be introduced. The security of existing systems and networks is out of scope for this
project. A key assumption is that all potential adopters of the build or any of its components
already have in place some degree of system and network security. Therefore, we focused on
what potential new vulnerabilities were being introduced to end users if they implement this
solution. The goal of this solution is to not introduce additional vulnerabilities into existing
systems, but there is always inherent risk when adding systems and adding new features into an
existing system.

Modularity

This assumption is based on one of the NCCoE core operating tenets. It is reasonably assumed
that financial services sector companies already have some ITAM solution(s) in place. Our
philosophy is that a combination of certain components or a single component can improve
ITAM functions for an organization; they need not remove or replace existing infrastructure.
This guide provides a complete top-to-bottom solution and is also intended to provide various
options based on need.

12
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Technical Implementation

This practice guide is written from a “how-to” perspective, and its foremost purpose is to
provide details on how to install, configure, and integrate the components. The NCCoE assumes
that an organization has the technical resources to implement all or parts of the build, or has
access to companies that can perform the implementation on its behalf.

Tracking and Location

The ITAM system described in this guide can provide an organization with location information
for specific assets. This location information is typically in the form of building, room number,
rack number, etc. The location information is usually manually entered into one or more asset
databases. The location information in this project is not obtained via the global positioning
system or other wireless/radio frequency tracking.

Operating Systems

This project uses Ubuntu Linux, CentOS Linux, RedHat Enterprise Linux, Windows Server
2012R2, and Windows 7 operating systems. Operating systems were chosen based on the
requirements of the software. For example, BeIManage and CA ITAM need to run on Windows
2012R2.

Operating systems were securely configured based on the Department of Defense standard
security rules known as the Security Technical Implementation Guidelines (STIGs). They are
publicly available at http://iase.disa.mil/stigs/Pages/index.aspx. Each STIG includes a set of
rules and guidelines for configuring the operating system implementation. For example, the
Microsoft Windows 2012 R2 STIG (http://iase.disa.mil/stigs/os/windows/Pages/index.aspx)
was used to configure the Windows servers used in the build. The specific percentage of STIG
compliance for each operating system used in the build is listed in volume 1800-5c of this
publication, How To Guides. Note that the lab instantiation of the build did not require or
allow implementation of every rule and guide in each STIG.

Constraints

This project has the following constraints:

Limited Scalability Testing

The NCCoE is a laboratory environment and is, therefore, constrained in terms of replicating a
sizeable user base, such as that in most financial services sector companies. However, the
products used in the build do not have that constraint and are designed for enterprise
deployments.

Limited Assets

The NCCoE lab has access to a limited number and variety of IT assets. The assets at the NCCoE
were included in the ITAM system and the components used in the build do not have a
limitation on the amount or variety of assets.

13
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Mobile Devices

Due to scoping constraints, mobile devices were not included in the ITAM project. The NCCoE
has several other projects dealing with mobile device security and management that can be
used in conjunction with this ITAM project.

Network Devices

The ITAM lab is almost totally comprised of virtual machines. Some of the virtual machines are
performing the duties of network devices, such as routers, firewalls, and switches. Where
possible, the configurations and data collected by these devices are used by the ITAM system.

Limited Replication of Enterprise Network

The NCCoE was able to replicate the physical asset, physical security, IT systems, and network
security silos in a limited manner. The goal was to demonstrate both logically and physically
that functions could be performed from a centralized ITAM system regardless of where it is
located in the enterprise. In a real-world environment, the interconnections between the silos
are fully dependent on the business needs and compliance requirements of the individual
enterprise. We did not attempt to replicate these interconnections. Rather, we acknowledge
that implementing the project build or its components would create new interfaces across silos.
We focused on providing general information on how to remain within the bounds of
compliance should the build be adopted.

Risk Management

In order to effectively enforce and audit security policy, an organization must first know what
equipment and software is present. For example, knowing what hardware and software is
present is the first step to enabling application whitelisting or blacklisting, and network access
controls. The ability to view the status and configuration of everything in an organization from
one centralized location is a very powerful tool that could result in disaster if it were to fall into
the wrong hands. Therefore, the ITAM system must be extremely well protected and
monitored. In response, we implemented access controls, network access restrictions, network
monitoring, secure data transmission, configuration management, and user activity
monitoring. Section 4.7 provides a security evaluation of the architecture and a list of the
security characteristics.

Security Implementation

This implementation supports the project requirements with network security (firewalls,
segmentation and monitoring), encryption, securely configured operating systems, access
control, and least privilege access. More detailed information on these, and other, security
controls can be found in the NIST 800-531.

The network security includes segmenting the enterprise network into six networks: ITAM, IT
systems, physical security, physical asset management, network security, and the demilitarized

1.NIST 800-53 V4. Security and Privacy Controls for Federal Information Systems and Organiza-
tions. http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
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zone (DM2Z). Firewalls are used to limit access among networks to those systems or Internet Protocol (IP) addresses and port
combinations where communications are required. For example, the central ITAM system that interacts with the various sensors within
the other networks requires communications capability on specific ports to specific servers/IP addresses. Therefore, firewall rules are
implemented to limit connections among these systems to very specific connections with unidirectional rules for connection
establishment. This approach ensures that only planned connection attempts are allowed. Firewalls are also used to limit Internet access
to only the systems requiring ou