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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE

Date 5/17/2016
Time Start- 1-2PM
End
Attendees NCCOE team and roles: Community Members:
Jim McCarthy (Federal Lead) Ron Beck (Central Lincoln)
Don Faatz (NCCoE Lead Architect) Bob Lockhart (UTC)
Karen Hathaway Viani (NCCoE Tim Clancy (Arch Street LLC)
Systems Engineer) Dion Bigornia (West Munroe Partners)
Julie Steinke (MITRE) Samuel Oh (Consultant)
Robin Craib
Keith Swanson
Agenda

* NCCoE news and updates
» Cyber Security Framework (CSF) Overview
= Current projects
» Situational Awareness (SA) project update
» Identity and Access Management (IdAM) project update

Discussion

e NCCoE meeting and conference review
e NIST CSF
o Fits in any industry, any sector
o Emphasis on mapping to existing standards, it is not a standard in and of itself.
e Projects:
o Update to Situational Awareness solution:
» Presented updates with installation/ integration and changes in architecture
¢ Question regarding validating front end data flow. Response: anomalies
will be detected upon analysis of data but not when data flows in.
o Test case scenarios: presented refined test cases to be demonstrated through project.
» Question: how would false positive/ negatives be presented? Response: we are
considering that with the build. Currently do not know what data will look like;
will learn what sensor response looks like following integration at University of
MD.
o Recognizing project partners.
» Request for Community marketing materials for the NCCoE lab to recognize the
Energy Provider Community participation.
o IdAM solution: update — final practice guide release very soon. Will alert EPC when it
hits the presses!
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Thank you for your continued support!



